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Cybersafety and Responsible Use of Digital Technologies Policy 

POLICY 
 

This policy outlines measures AIIU will take to support students to engage with digital 
technology in a safe and responsible way. 

SUMMARY 
 

AIIU staff, volunteers, host families and third-party providers have a duty of care to students to 
take reasonable steps to ensure digital learning is conducted in a safe and responsible manner. 

AIIU will ensure students are aware of expectations relating to the safe, responsible and ethical 
use of digital technologies. Online incidents of concern will be managed in accordance with 
AIIU’s Response to Critical Incidents Policy and Procedures and Child Safety Incident 
Report Form. 

When children/young people have access to internet-enabled devices, they also have access to 
an extensive amount of content across the internet, social media and other applications. All 
those involved in implementing AIIU’s programs have a responsibility to enable students to 
maintain healthy, life- affirming relationships online and to use technology safely. 

AIIU has zero tolerance across all of its programs and activities of any form of cyber bullying 
and the deliberate and repeated misuse of technology to harass, threaten, insult or ridicule 
students or staff. Examples include threatening texts, emails or direct messages, online 
denigration, vilification or defamation, derogatory websites, disturbing private pictures or 
videos, and online exclusion or impersonation. 

It is important to note that victims of cyber bullying can include both students and adults. 
 

AIMS 
 

This Cyber Safety and Responsible Use of Digital Technologies Policy aims to maximise the 
benefits of the Internet and Information, Communication and Learning Technologies, while at 
the same time minimising the dangers and managing the risks of cyber bullying within all AIIU’s 
programs and activities. 

Furthermore, it seeks to: 
 

1. Develop and maintain effective cyber safety practices which maximise the beneficial use of 
information communication and learning technology (digital) for students. 

2. Educate students, staff, volunteers, host families and third-party providers on how to use 
digital platforms safely and responsibly. 

3. Enable students to learn how to protect their own privacy and not infringe the rights of 
others in an online environment. 

4. Establish practices to on how to respond to inappropriate use of digital platforms that 
infringes the rights of others. 

5. Ensure cyber safety involves the active promotion of cyber safe behaviours based on 
the safe, respectful and responsible use of internet and mobile phone technologies, and 
the taking of specific measures to remove the risks of any inappropriate and harmful 
use of these technologies. 
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MANAGING RISK 
 

To manage risk and support the safe and responsible use of digital technologies, the following 
areas need to be considered. 

Supervision when using digital technology in the classroom 
 

Consistent with their duty of care to children and young people, all adults involved in AIIU’s 
programs are required to adequately supervise students when using digital technology. 

 
Measures to ensure that ensure children and young people are appropriately supervised when 
engaged in online learning might include: 
- regularly monitoring screens 
- installing security passwords on devices 
- actively reinforcing learning and behavioural expectations during all activities. 

Cyber Safety Use Agreement 

AIIU ensures students are aware of behavioural expectations when engaging in digital activities, 
and requests that students sign a Cyber Safety Use Agreement before commencing all student 
exchange program activities. Whilst not a legal documents per se, this Agreement plays an 
important part in describing AIIU’s expectations on students themselves to be safe, responsible 
and ethical users of digital technologies. 

AIIU will also recommend to host families that they, if comfortable in doing so, discuss, develop 
and implement a similar 'host family agreement' at home. This will assist students to 
understand what is and isn't appropriate behaviour and that appropriate behaviour is expected 
everywhere and anytime they are online. 

Student and AIIUstaff, volunteers, host families and third-party provider responsibilities 
 

The ever-changing nature of the internet poses some unique challenges and opportunities for 
all of those engaged in AIIU’s programs and activities. 

If any of the behaviours below occur when participating in any of AIIU’s programs, it will 
constitute a breach of the Cyber Safety and Responsible Use of Digital Technologies Policy, and 
AIIU will be obliged to act accordance with its Response to Critical Incidents Policy and 
Procedures and Child Safety Incident Report Form. 

Students and adults alike must be aware that in certain circumstances where a crime has been 
committed, they may also be subjected to a criminal investigation by the police over which AIIU 
will have no control. 

1. AIIU’s name or logo must not be used in any way which would result in a negative impact 
for the organisation, or anybody involved in its programs and activities. 

2. Any materials created as part of AIIU’s program must not be posted online or distributed 
using any other technologies i.e. mobile phones, without permission from AIIU. 

3. Photos or videos of either themselves and/or other students or adults which denigrate, 
insult, humiliate or hurt those involved, or without their permission must not be posted 
online or distributed using any other technologies i.e. mobile phones. 

4. All online communications are in keeping with the AIIU’s expectations in relation to 
appropriate and respectful interactions. 

5. Inappropriate comments about individual students or adults, which if said in person, 
would result in disciplinary action being taken must not be posted online or distributed 
using any other technologies i.e. mobile phones. 
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6. Neither AIIU’s network nor a school’s network nor the broader internet (whether accessed 
in situ or out, either during or after program hours, via any application) may be used for 
any purpose other than that which it was designed. 

7. Cyber bullying, harassment, taking, sending and receiving naked or sexually explicit 
images (sexting), and other misuses of technology in cyberspace are unacceptable. 

 
Students and adults involved in AIIU’s programs and activities who feel that they have been the 
victims of such misuses of technology should save and store the offending material on their 
computer, mobile phone or other device. They should then print a copy of the material and 
immediately report the incident to AIIU using AIIU’s Child Safety Incident Report Form. 
Immediate contact with AIIU is encouraged, even before the submission of the relevant 
Accident and Critical Incidents Report Form. 

 
However, if the bullying material involves sexualised images, be aware that possessing or 
sharing such images of people under 18 may be a crime, even if you have just taken a 
screenshot for evidence purposes. 

All reports of cyber bullying and other technology misuses will be investigated fully and may 
result in a notification to Police where AIIU is legally obliged to do so. Sanctions imposed by 
AIIU beyond any possible charges imposed by the Police, may include, but are not limited to, 
the loss of computer privileges or expulsion from AIIU’s program. 

Host Families Responsibilities 
 

Cyber bullying is a serious issue for everyone. It can happen anywhere, anytime, and can have 
devastating consequences. 

Host Families can help to reduce incidents of cyber bullying by: 

• Establishing and maintaining trust and having conversations about healthy limits for time 
spent online each day. 

• Recognising that for many children/young people, their online life is an important part of 
their social identity. 

• Monitoring homestay use by students and reporting to AIIU any communications that 
may have the effect of breaching this policy. 

• Implementing boundaries such as only using devices in ‘safe spaces’, like the living room, 
or having an open-door policy when children/young people use devices or computers in 
the bedroom. 

• Reporting the cyber bullying material to the social media service where it happened. 
• Collecting details of the cyber bullying material by taking a photo or copying the URL. 
• Reporting cyber bullying or illegal material to AIIU using AIIU’s Child Safety Incident 

Report Form. 

Monitoring by schools 

1. Schools involved in AIIU’s programs have the right at any time to check work or data on 
the school’s computer network, Internet access facilities, computers and other school 
digital equipment/devices without obtaining prior consent from the relevant Authorised 
User. 

2. Schools have the right at any time to check work or data on school owned digital 
equipment on the school site or at any school-related activity. 
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3. Most schools have electronic access monitoring systems which have the capability to 
record email and Internet use, including the user details, time, date, sites visited, length of 
time viewed, and from which computer or device, and therefore can monitor traffic and 
material sent and received using the schools’ digital infrastructures. From time to time 
this may be examined and analysed to help maintain a Cybersafe environment. 

4. Schools may deploy filtering and/or monitoring 
access to certain sites and data, including email. 

5. Schools may from time to time conduct an internal audit of their computer network, 
Internet access facilities, computers and other school digital equipment/devices. 

 
Managing social media records policy & procedures 

 
Appendix A outlines AIIU’s policy to managing social media records, in order for AIIU to help 
meet its SEO compliance obligations. 

 
 

RELATED POLICIES AND SUPPORTING DOCUMENTS 

Child Safety and the Child Safe Standards 

Child Safe Code of Conduct 

Child Safety Policy 

Safeguarding Policy 

Risk Management Strategy 

Response to Critical Incidents Policy and Procedures 

Action Plan for Dealing with Actual or Alleged Abuse 

Privacy Policy 

Child Protection Privacy and Information Sharing 

Child Safety Incident Report Form 

Photographing and Filming Students Consent Form 

Cyber Safety Use Agreement 

 
HELPFUL LINKS 

 
https://www.esafety.gov.au/ 
https://kidshelpline.com.au/teens/issues/bullying 

 
Facebook Privacy and Safety Help: https://www.facebook.com/help/325807937506242 
Instagram Privacy and Safety Help: https://help.instagram.com/ 
Twitter Privacy and Safety Help: https://support.twitter.com/articles/14016 
Tik Tok Privacy and Safety Help: http://support.tiktok.com/article-categories/privacy-safety/ 

http://www.esafety.gov.au/
http://www.facebook.com/help/325807937506242
http://support.tiktok.com/article-categories/privacy-safety/
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General Manager, AIIU  
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REVIEW 
This policy is to be reviewed by 30 June 2026 
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Appendix A: MANAGING SOCIAL MEDIA RECORDS POLICY & PROCEDURES 

 
INTRODUCTION 

This document outlines AIIU’s policy to managing social media records, in order for AIIU 
to help meet its SEO compliance obligations. 

 
WHY DO I NEED TO DO THIS? 

Social media tools are often used to have informal conversations, but legislative 
requirements still apply. The use of social media related to AIIU’s student exchange 
program constitutes official organisational and regulatory information. 

STEP 1: IDENTIFY SOCIAL MEDIA RECORDS 

A social media record is a record of program activity that is freely available online. Social 
media records may be tweets or posts, such as your Facebook page or YouTube channel 
and other social networking tools, blogs, photo and video sharing and wikis. 

If tweets or posts were used by someone in the program, such as an exchange student, 
host family, or AIIU staff member, to make an important decision, take an action or 
compromise the privacy or safety of an individual participating in an AIIU program, then 
AIIU may need to show exactly what information was posted at a specific point in time 
and any interactions or transactions in relation to this. Something which seems minor 
can be critical evidence at a later period of time. 

Some social media channels are used to communicate and engage on issues that would 
be regarded as critical and/or high risk - they may be issues that negatively impact 
vulnerable individuals or communities or indeed the organisation itself. 

Types of social media posts include: 

• original posts on a social media site 

• responses, if any are received, to the original post 

• relevant posts identified when monitoring social media sites 

• content republished when the content has come from elsewhere. 
 
STEP 2: WORK OUT WHAT NEEDS TO BE MANAGED AND FOR HOW LONG 

Social media records need to be kept for a period of time based on their purpose, value 
or impact on and within the program. 

There is no requirement to keep information about absolutely everything that is tweeted 
and every update on your AIIU's Facebook page. Most social media records have short 
retention periods, and nothing more will need to be to manage them. 

Sometimes, social media records may be required for Right to Information requests, or 
for formal inquiries such as an actual or alleged critical incident of abuse. They may also 
then not only be required by AIIU but also local authorities e.g. Victoria Police. These will 
have longer retention periods and require more intensive management. 

As a general rule most social media records relating to AIIU’s programs, particularly 
promotional, marketing or explanatory information about the organisation, its programs 
and activities should be be retained for only up to 3 years. Where the records pertain to 
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something more controversial, they should be retained for at least 7 years and up to 25 
years. Decisions should be made based on the risk to AIIU if the social media posts are 
not captured. 

 
STEP 3: WORK OUT HOW AND WHERE TO MANAGE LONGER TERM RECORDS 

A Capture Approach 

• One way to capture records is to download a Twitter (X) archive, Facebook feed or 
YouTube archive periodically, for example, annually, monthly, or weekly, depending 
on volume. 

• Consider capturing screenshots saved as PDF if it is important to keep a record of 
how a social media site looked at a particular point in time or if you need to capture 
a record of a specific comment in the context that it appeared (there are also 
commercial software tools available). 

• It is important when capturing social media records that both the content and the 
context of the post are captured. Linking the message to the context is vital to 
creating a narrative in which the record may be properly understood. A person 
viewing the social media record must be able to follow the story of what was said, 
when and by whom. 

• When capturing context, keep in mind that it should assist with the understanding 
of the message when it is viewed by a third party or at a later date. It should include 
at a minimum: 

- Date and time it was sent or received 
- For messages sent from someone’s account: the name of the person/s that 

sent the message, who authorised the message, and to whom it was sent 
- For messages sent to someone’s account: the account name that received 

the message, the person to whom it was sent, and the name used by the 
person who posted the message (no need to determine the sender’s actual 
identity if not required under AIIU’s privacy policy) 

- The purpose of the message. 
- The name of the social media application the message was published on. 

• Social media posts should be captured as soon as possible after posting as there is 
no guarantee how long they will remain online. 

• Timely record capture may be required for use by the AIIU leadership team, local 
authorities i.e. Victoria Police etc. and may support decisions made in critical 
situations. 

• Capture frequency may occur at the end of each day or week, or other time period, 
as deemed appropriate. A risk assessment will help to determine how frequently 
posts should be captured. 

 
 
A Storage Approach 

• Methods of capture include: 
- manually saving a screenshot of the post along with information regarding its 

context as a Word or PDF document 
- using an automated application to capture posts. 
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A basic rule of thumb to apply is: If you need to keep it for any 
length of time, capture and store it. 
If you won't need to access it in a year or two, leave it where it is. 

• For any social media records, you identify as having long term or permanent value, 
they should be stored in a digital format that can be preserved 

• Don't assume backups or storage on network drives is sufficient, they don’t properly 
preserve the context or allow easy access. 

 

 
WHAT STANDARDS MUST BE MET? 

AIIU’s approach to managing social records is based on: 

• AIIU’s information and records keeping and privacy policy and procedures 
• VRQA SEO Record Keeping and Privacy Requirements 
• Child Safe Standards 
• Privacy legislation. 


